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ABSTRACT

Penetration testing has become an integral part of a comprehensive security program.
Pen tests are conducted by ethical hackers to mimic the strategies and actions of the
attacker. This complicated task is creative, and it needs you to understand your task

completely.

All security problems detected are then presented to the customer together with an
assessment of their impact on the system and in the corporate business scenario, also
providing a technical solution for abilities mitigation. More specifically, different penetration
tests using a private network, devices, and virtualized systems and tools. We
predominately used tools within the Kali Linux suite. The attacks we performed included:
smartphone penetration testing, hacking the phone’s Bluetooth, traffic sniffing, hacking
WPA Protected Wife, Man-in-the-Middle attack, spying (accessing a PC microphone),
hacking the phone’s Bluetooth, and hacking remote PC via IP and open ports using an

advanced port scanner.

This paper investigates about different penetration testing tools in kali Linux, how to deploy
it and how to make use of it to perform different types of attacks which includes
methodologies and also defense strategies. Technically, we will perform different
penetration tests with virtualized systems, tools and using private networks. The attacks
that are performed were: Man in the middle attack and traffic spoofing and sniffing using

both terminal and by Ettercap and driftnet, Bluetooth hacking, spying a webcam.
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INTRODUCTION

Penetration testing is a simulation of an attack to verify the security of a system or
environment to be analyzed. This test can be performed through physical means utilizing
hardware, or through social engineering. The objective of this test is to examine, under
extreme circumstances, the behavior of systems, networks, or personnel devices, in order
to identify their weaknesses and vulnerabilities. In terms of tools, there exist penetration
testing tools which simply analyze a system, as well as ones which actually attack the
system to find vulnerabilities. One may assume that penetration testing is essentially port
scanning, which is not the case. To give an analogy, if a network or host system is a
house, port scanning would be looking with binoculars at the doors and windows to find
potential entry points. A step above that would be vulnerability assessment/management,
which in this case would be sending a home inspector to the house who has a focus on
security; and inspects different aspects of the house and gives critiques and suggestions
as to things that could be improved upon the security analysis. Penetration testing in this
scenario would be getting someone to actually try to break into the house to truly find the
security faults and weak points of the house. Penetration Testing can be automated with
software applications, or it can be performed manually. Either way the process includes
gathering information about the target system before the test (reconnaissance), and

identifying possible entry [1].

points, attempting to break in (either virtually or for real), and reporting back the findings.
The main objective of penetration testing is to determine the security weaknesses. A
penetration test can also be used to: 1) test an organization's security policy compliance;
2) test employee security awareness; and 3) test an organization's ability to respond to

security incidents.

There are four typical types of penetration testing: external testing, internal testing, blind
testing, and double blind testing. An external test targets a company's externally visible
servers or devices, such as domain name servers (DNS), e-mail servers, Web servers or
firewalls. The objective in this case is to find out if an outside attacker can gain illegitimate

access and what level of access can he get. An internal test simulates an inside attack
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behind the firewall by an authorized user with standard access privileges. A blind test
simulates the actions and procedures of a real attacker by strictly limiting the information
given to the person or team that is performing the test beforehand. In double blind testing,
it takes the blind test even further, in that only a few individuals within the organization
would be aware that a test is being conducted. There are many different tools that can be
used for penetration testing. Several are available on the market that one can download
and use for free. Many of them are even able to be customized; known as Open Source
tools. For example, the testing tool Kali Linux has its own built-in penetration tools,
however, you can download and install additional tools to it. Most of these programs are

being developed for Linux, with only a handful are being devil for Windows or Mac.

There are also several penetration testing software that one can purchase. Some of them
cost as little of 10 dollars for their license, and others may cost thousands of dollars.

Examples of these tools include:

« Kali Linux — An Linux-based OS Linux-based suite of penetration tools.

+ Metasploit — An advanced Framework used for pen testing that contains command-
line and GUI interfaces.

* Wireshark — A protocol analyzer with a GUI.

+ w3af — A web application attack and audit framework.

« John The Ripper — A password cracker [2].
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Fig.1 penetration attack steps

1. Context and Preliminary Investigation

2.1 Penetration testing stages

The pen testing process can be broken down into five stages.

Analysis and WAF configuration @ @ Planning and reconnaissance
Results are used to configure WAF Test goals are defined and intelligence
settings before testing is run again. is gathered.
PENETRATION
Maintaining access TESTING STAGES Scanning
APTs are imitated to see if a vulnerability @ @ Scanning tools are used to understand
can be used to maintain access. how a target responds to intrusions.

Gaining access
Web application attacks are staged to
uncover a target's vulnerabilities.

Fig.2 penetration testing stages

2.1.1 Planning and reconnaissance
The first stage involves:

e Defining the scope and goals of a test, including the systems to be addressed
and the testing methods to be used.

e Gathering intelligence (e.g., network and domain names, mail server) to better
understand how a target works and its potential vulnerabilities.

2.1.2 Scanning
The next step is to understand how the target application will respond to various intrusion
attempts. This is typically done using:



e Static analysis — Inspecting an application’s code to estimate the way it behaves
while running. These tools can scan the entirety of the code in a single pass.

e Dynamic analysis — Inspecting an application’s code in a running state. This is a
more practical way of scanning, as it provides a real-time view into an
application’s performance.

2.1.3 Gaining Access

This stage uses web application attacks, such as cross-site scripting, SQL

injection and backdoors, to uncover a target’s vulnerabilities. Testers then try and exploit these
vulnerabilities, typically by escalating privileges, stealing data, intercepting traffic, etc., to
understand the damage they can cause.

2.1.4 Maintaining access

The goal of this stage is to see if the vulnerability can be used to achieve a persistent presence in
the exploited system— long enough for a bad actor to gain in-depth access. The idea is to

imitate advanced persistent threats, which often remain in a system for months in order to steal an
organization’s most sensitive data.

2.1.5 Analysis
The results of the penetration test are then compiled into a report detailing:

e Specific vulnerabilities that were exploited

e Sensitive data that was accessed

e The amount of time the pen tester was able to remain in the system undetected
This information is analyzed by security personnel to help configure an enterprise’s WAF settings
and other application security solutions to patch vulnerabilities and protect against future attacks.

2.1.6 Penetration testing methods

* External testing

External penetration tests target the assets of a company that are visible on the internet, e.g., the
web application itself, the company website, and email and domain name servers (DNS). The goal
is to gain access and extract valuable data.

* Internal testing

In an internal test, a tester with access to an application behind its firewall simulates an attack by
a malicious insider. This isn’t necessarily simulating a rogue employee. A common starting
scenario can be an employee whose credentials were stolen due to a phishing attack.

* Blind testing

In a blind test, a tester is only given the name of the enterprise that’s being targeted. This gives
security personnel a real-time look into how an actual application assault would take place.

* Double-blind testing

In a double-blind test, security personnel has no prior knowledge of the simulated attack. As in the
real world, they won’t have any time to shore up their defenses before an attempted breach.

* Targeted testing

In this scenario, both the tester and security personnel work together and keep each other appraised
of their movements. This is a valuable training exercise that provides a security team with real-time
feedback from a hacker’s point of view.



https://www.imperva.com/learn/application-security/cross-site-scripting-xss-attacks/
https://www.imperva.com/learn/application-security/sql-injection-sqli/
https://www.imperva.com/learn/application-security/sql-injection-sqli/
https://www.imperva.com/learn/application-security/backdoor-shell-attack/
https://www.imperva.com/learn/application-security/apt-advanced-persistent-threat/
https://www.imperva.com/learn/application-security/vulnerability-management/
https://www.imperva.com/learn/application-security/malware-detection-and-removal/
https://www.imperva.com/learn/application-security/phishing-attack-scam/

3 Literature survey

V. Santhi et al., presented the Penetration Testing which helps us to secure a computer
system, network or web applications that allows you to gain high security issues which
also helps to find vulnerabilities that an attacker could exploit. This paper investigates
about different penetration testing tools in kali Linux, how to deploy it and how to make
use of it to perform different types of attacks which includes methodologies and also
defense strategies. Technically, we performed different penetration tests with virtualized
systems, tools and using private networks. The attacks that are performed were: Man in
the middle attack and traffic sniffing using both terminal and by Ettercap and driftnet,
Bluetooth hacking, and spying on a webcam. The results and implementation is discussed
and summarized. This paper also gives a detail methodology of how to perform these
attacks [1].

Ibrahim Ali et al., presented in this paper investigate different aspects of penetration
testing including tools, attack methodologies, and defense strategies. More specifically,
we performed different penetration tests using a private network, devices, and virtualized
systems and tools. We predominately used tools within the Kali Linux suite. The attacks
we performed included: smartphone penetration testing, hacking phones’ Bluetooth, traffic
sniffing, hacking WPA Protected Wifi, Man-in-the-Middle attack, spying (accessing a PC
microphone), hackingphones’s Bluetooth, and hacking remote PC via IP and open ports

using advanced port scanner. The results are then summarized and discussed [2-5].

Chung-Kuan Chen et al. present Internet of Things (loT) devices and services that are
now integral to most daily activities [3]. However, the loT brings not only added
convenience but, by connecting more and more objects to the Internet, new security
threats.1 Many applications in loT ecosystems, from smart homes to customized
healthcare, contain sensitive personal information that can becotatargets of network
attacks. Unfortunately, ensuring the security of 10T objects is not straightforward for three
major reasons. First, the 10T’s heterogeneous nature makes it vulnerable to many kinds
of attacks. Second, heavyweight protection mechanisms are infeasible for resource-
constrained 10T devices. Third, many loT objects are deployed only once and thereafter

are rarely maintained or updated[5 -20]

Dewan Md. Farid, et al. [4]explained A variety of intrusion detection systems (IDS) have

been employed for protecting computers and networks from malicious network-based or
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host-based attacks by using traditional statistical methods to new data mining approaches
last decades. However, today's commercially available intrusion detection systems are
signature-based that are not capable of detecting unknown attacks. In this paper, we
present a new learning algoritanomaly-based based network intrusion detection system
using a decision tree algorithm that distinguishes attacks from normal behaviors and
identifies different types of intrusions. Experimental results on the KDD99 benchmark
network intrusion detection dataset demonstrate that the proposed learning algorithm
achieved 98% detection rate (DR) in comparison with other existing methods [20-40].

Authors discussed Intrusion Detection Systems (IDS) [5] have become a necessity in
computer security systems because of the increase in unauthorized accesses and attacks.
Intrusion Detection is a major component in computer security systems that can be
classified as Host-based Intrusion Detection System (HIDS), which protects a certain host
,or system and Network-based Intrusion detection system (NIDS), which protects a
network of hosts and systems. This paper addresses Probes attacks or reconnaissance
attacks, which try to collect any possible relevant information in the network. Network
probe attacks have two types: Host Sweep and Port Scan attacks. Host Sweep attacks
determine the hosts that exist in the network, while port scan attacks determine the
available services that exist in the network. This paper uses an intelligent system to
maximize the recognition rate of network attacks by embedding the temporal behavior of
the attacks into a TDNN neural network structure. The proposed system consists of five
modules: packet capture engine, preprocessor, pattern recognition, classification, and
monitoring and alert module. We have tested the system in a real environment where it
has shown good capability in detecting attacks. In addition, the system has been tested
using DARPA 1998 dataset with 100% recognition rate. In fact, our system can recognize

attacks in a constant time [40-50].



4 Analysis

4.1 Software

VMware

Fig.3 Software Analysis

By GNS-3 the network is completely designed and with all its details on the GNS 3 program used
to design networks, in addition to that, complete settings for the routers used to connect branches,
as well as the switch devices used to connect devices and resources within the network, as well as
the address settings used to connect the network so on this project we will use this an option to
perform our project, also VMware to create all ended-services “server, IDS/IPS, kali Linux”, and
we will use GNS-3 to create our network topology “routers, switches, firewall”, then we will add

the end devices into the GNS-3 network topology[50-54].

4.2 Project phases

1. Network Design.
2. Configurations.
3. Penetration attacks.

4. Mitigation and defending.
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5. Design

Fig.2 Network block diagram
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