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Abstract: 

 With the evolution of the fifth-

generation (5G) wireless network, the 

Internet of Things (IoT) has become a 

revolutionary technique that enables 

a diverse number of features and 

applications. It can able a diverse 

amount of devices to be connected in 

order to create a single 

communication architecture. As it has 

significantly expanded in recent 

years, it is fundamental to study this 

trending technology in detail and 

take a close look at its applications in 

the different domains. It represents 

an enabler of new communication 

possibilities between people and 

things. The main asset of this concept 

is its significant influence through the 

creation of a new world dimension. 

The key features required for 

employing a large-scale IoT are low-

cost sensors, high-speed and error-

tolerant data communications, smart 

computations, and numerous 

applications. This research work is 

presented in four main sections,  

 

 

including a general overview of IoT 

technology, a summary of previous 

correlated surveys, a review 

regarding the main IoT applications, 

and a section on the challenges of 

IoT. The purpose of this study is to 

fully cover the applications of IoT, 

including healthcare, environmental, 

commercial, industrial, smart cities, 

and infrastructural applications. This 

work explains the concept of IoT and 

defines and summarizes its main 

technologies and uses, offering a 

next-generation protocol as a 

solution to the challenges. IoT 

challenges were investigated to 

enhance research and development 

in the fields. The contribution and 

weaknesses of each research work 

cited are covered, highlighting 

eventual possible research questions 

and open matters for IoT applications 

to ensure a full analysis coverage of 

the discussed papers.  

Keywords: IoT applications; IoT 

protocols; healthcare; environmental; 

smart cities; commercial; industria 
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 Introduction

With an extensive growth in demand 

for a higher throughput, larger 

capacity, and lower latency for users, 

the 5G network is greatly expected to 

fulfill the desired requirements [1]. 

The throughput is expected to be 

very high, the energy consumption 

will be significantly lower, and the 

end-to-end will be reduced to less 

than 1 ms, which all comply with the 

International Mobile 

Telecommunications (IMT) standard 

for the beyond 5G wireless networks 

[2]. To achieve this milestone, 

research and industrial communities 

have both suggested that future 

wireless systems will take advantage 

of the numerous emerging 

technologies, such as the Millimeter-

Wave (mm-wave) frequency band 

[3,4]; Cognitive Radio (CR) [5]; 

Massive-Multiple Input Multiple 

Output (M-MIMO) [6]; Cooperative 

Networks (CR) using Relay Nodes 

(RNs) [7]; Coordinated Multipoint 

Operation (CoMP) [8]; Wireless 

Sensor Networks (WSN) [9]; Mobile 

Ad Hoc Networks (MANETs) [10,11]; 

Device-to-Device (D2D) 

communication [12,13]; Internet of 

Things (IoT) [14,15]; Ethernet Passive 

Optical Networks (EPON) [16]; 

Heterogeneous Networks (HetNet) 

[17]; and cellular cloud computing, 

including big data [18]. Moreover, the 

use of various power optimizations 

[19], handover processes [20], 

interference cancellation [21], data 

security management [22], routing 

protocols [23], and scheduling 

algorithms [24] with optimal 

enhancement can also deliver 

ultimate results. New approaches, 

such as satellite communication in 

the mmWave spectrum [25], Artificial 

Intelligence [26], machine learning-

based communication [27,28], block 

chain [29], and human-centric 

communication [30], are promising 

ideas for designing efficient base 

stations in future networks [31,32]. 

The next-generation networks will 

provide ubiquitous internet and 

cellular services to cater to the more 

than fifty billion devices forecasted to 

be internet-enabled, including the 

human-type and machine-type 

communication systems [33]. Indeed, 

being able to provide wireless 

services to such an unprecedented 

number of smart nodes will be the 

aim of the next generations of 

wireless networks [34]. The term IoT 

has been considered as an expanding 

technique applied in various 

applications and functions, from 

smart environments and houses to 

personal healthcare and others [35]. 
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It is described as a smart concept for 

the internet relating everything to 

the Internet and data organization 

and information exchange [36]. 

Large-scale IoT intelligent systems 

have become more efficient and 

effective by using the properties of 

“symmetry” and “asymmetry”. This 

can help in a range of IoT 

applications, for example, in water 

quality analytics, bee colony status 

monitoring, accurate agriculture, 

data communication balancing, smart 

traffic management, spatiotemporal 

predicting, and intelligent 

engineering. Several studies are 

currently working on IoT technologies 

to sustain their necessity in platforms 

developing technology [37]. Although 

there are diverse definitions and 

explanations for understanding IoT, it 

has a subsequent edge associated 

with the assimilation of the physical 

world with the virtual one of the 

internet [38]. The paradigm of IoT is 

simplified as any-time, any-place, and 

any-one connected [39]. The 

implementation of this technology 

makes things and people closer and 

everyday life easier [40]. The purpose 

of IoT is to ensure a connection 

between devices, where each 

provides information and data. These 

devices are generally personal 

objects that are frequently carried, 

including smartphones, vehicles, 

healthcare devices, and office 

connected devices [41]. Moreover, 

Radio-Frequency Identification (RFID) 

is considered to be one of the first 

applications that saw the light and 

has played a crucial role in numerous 

technologies, such as sensors, smart 

objects, and actuators [42]. However, 

Machine-to-Machine communication 

(M2M) [43] and Vehicle-to-Vehicle 

communication (V2V) [44] represent 

the actual applications showing the 

significant advantages of IoT [45,46].
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2. Methodology  

The main objective of this paper is to 

systematically categorize and 

investigate the definitive research 

procedures regarding IoT application 

methods and approaches. It explores 

the expansion and growth of IoT, 

along with its deployment in various 

application fields. The main areas 

covered in this study include 

healthcare, environmental, smart 

city, commercial, industrial, and 

infrastructural aspects of IoT 

applications. The next section shows 

that extensive research has been 

conducted to ensure full 

comprehension of IoT technology, 

including an overview, its 

architecture, and protocols. It 

presents various related literature 

studies that have been conducted on 

several aspects of IoT, such as its 

architecture, protocols, and specific 

applications. However, to the best of 

the author’s knowledge, no such 

work has been conducted where all 

of these aspects are collectively 

discussed while focusing on various 

IoT applications, i.e., healthcare, 

environmental, smart city,  

 

 

commercial, industrial, and 

infrastructural applications. 

Moreover, the IoT architecture layers 

represented are the main focus of 

this paper, which include the 

network, perception, interface, and 

service layers. It investigates the 

robust standardization issue, security, 

software and hardware elements, 

cost decrease, scalability problems, 

and proper compatibility. The 

strength of this review consists of 

providing 

a complete overview of the issues 

and challenges faced in IoT; however, 

the approaches related to artificial 

intelligence and the compatibility of 

the approaches are not covered. 

Figure 1 represents the topics that 

are discussed in this study 
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3. Background  

The principal advantage of IoT 

consists of its ability to enable 

communication between an infinite 

amount of machines incorporated 

into a large-scale wireless network 

[47]. These automated devices and 

sensors together produce and 

transmit information in real-time, 

which is useless in the case of 

incorrect or insufficient filtering and 

data processing. Moreover, data 

storage and transmission are the 

most important and challenging 

matters in a dynamic IoT network. 

This section discusses the structure 

and protocols that have been used in 

the IoT network [48]. A hybrid IoT 

architecture consists of the things 

involved, followed by the insight data 

processes which end with the action 

that needs to be done (as shown in 

Figure 2) [49,50]. The benefit of it is 

that it can comprise several 

subsystem architectures [51]. Listed 

below are the functions of each 

component in a conventional IoT 

architecture, as shown in Figure 2: • 

IoT Edge Devices form the smart IoT 

actuator since they are able to 

conduct some processing themselves; 

• IoT Sensors are connected to the 

cloud, where they can transmit and 

receive the data; • Device Provision 

helps to connect a large number of  

 

devices to be registered; • IoT 

Gateway/Framework proves a cloud 

hub to the IoT devices and provides 

command, management, and control 

of the devices; • Stream Processing 

analyzes complex execution using 

time windowing ductions, stream 

aggregation, and external source 

combing; • Machine Learning allows 

the algorithms to be predicted and 

executed using extreme data. It also 

analyzes and enables predictive 

maintenance, according to different 

scenarios; • Reporting Tools help to 

hold and store the data, while 

providing the necessary tools for 

batch processing; • User 

Management can restrict and permit 

which users or groups are authorized 

to perform an action on the device. 

The process is done by using the 

capacities of the application of each 

user. Generally, IoT systems are 

designed with two management 

architectures, including time-based 

and event-driven architectures. The 

event-driven architecture consists of 

sensors transmitting data when 

activity is sensed, the same as when 

an alarm is activated once a gate is 

opened [52]. However, for the time-

based architecture, the components 

of the system transmit data 

continuously at a specified interval of 
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time [53]. Additionally, it works 

recurrently after a break to be 

separately adjusted for each device 

or setup in a central management 

system sending queries to endpoint 

devices and sensors [54]. 

 

 

 

 

Various protocols have been used to 

enable data transmission for the IoT 

network [55]. It consists of a syntactic 

and semantic set of regulations 

determining the operating activity 

block of the computer network 

during data transmission [56]. The 

role of the utilized protocol is to 

determine the behavior of an entity 

during data transmission [57]. The 

traditional Internet Protocols (IPs) are 

unfortunately not appropriate for 

ensuring proper data exchange. It is 

very challenging to design an IoT 

network, as it comprises several 

sensors that cannot be added to the 

general address schema, affecting the 

possibility of obtaining a fully-fledged 

node. Besides, these nodes are 

strongly dependent on a constant 

energy source, the channel 

throughput capacity, and the storage 

parameters, requiring advanced 

management of the resources. 

Concerning Wireless Sensor Networks 

(WSNs), it is necessary to add a data 

sink to the network [58]. The process 

consists of first storing the data 

collected in the sink, before reaching 

to the other nodes and repeating the 

process [59]. The proper selection of 

a strategy for transferring data has a 

significant impact, as the sensor and 

sink disposition may enhance the IoT 

network bandwidth. It ensures 

security and privacy through the 

prevention of sending and receiving 

the same data from multiple sensors, 

which reduces the energy costs [60–

62]. Moreover, several messaging 

protocols are being developed to 

support the use of IoT and make it 

easy to employ. These messages are 

essential for ensuring a connection 

between devices. The Constrained 

Application Protocol (CoAP) and 

Message Queue Telemetry Transport 

(MQTT) are the most used messaging 

protocols; however, some other 

famous protocols, including the 



9 
 

Extensible Messaging and Presence 

Protocol (XMPP) and Advanced 

Message Queuing Protocol (AMQP), 

result in an efficient overall network 

performance [63]. The application of 

these four protocols is as follows and 

This is used in an IoT communication 

load susceptible to performance 

deprivation that occurs from traffic 

congestion. It is a web transfer 

protocol mainly developed for limited 

devices with a restricted processing 

memory and power, usually 

operating in low bit rate 

environments [64]. This Hypertext 

Transfer Protocol (HTTP) is similar to 

a web transfer protocol that is 

capable of extending the 

Representational State Transfer (RST) 

architecture to Low-Power Wireless 

Personal Area Networks (LoWPANs) 

[65]. Furthermore, the Low-Power 

Wide-Area Network (LoRaWAN) 

protocol provides the Medium Access 

Control (MAC) mechanism, which 

helps to enable communication 

between various devices and network 

gateways [66]. This protocol is based 

on a star topology and has several 

advantages in IoT applications, such 

as its low cost, low power, secure 

nature, and ease of deployment [67]. 

It follows the RST architecture and 

comprises a 4-byte header-only, 

including the User Datagram Protocol 

(UDP), as a default fundamental 

transport protocol. Moreover, it 

provides reliability through the 

retransmission timeout mechanism 

[68]. As CoAP works on top of UDP, it 

presumes possible end-to-end 

trustworthiness and primary control 

of congestion. This protocol operates 

in the application layer and is in 

charge of formatting the data 

formatting handshaking connection 

[69]. To communicate data, COAP 

provied , four type of messages 

including confirmable message , the 

known comfortable message the 

Acknowledgement message, and the 

Reset message. All in all, CoAP 

operates following a 

request/response approach [70]; • 

MQTT: This is used for lightweight 

M2M communications. It acts as an 

asynchronous protocol that follows 

the publish/subscribe protocol. The 

main goal of this protocol is to 

connect implanted devices and 

networks to middleware and 

applications. The advantages of 

MQTT are its ability to ensure routing 

in small cases, the fact that it is 

economical, its low memory, and its 

low power devices for susceptible 

and low bandwidth networks [71]. 

This protocol is extremely 

lightweight, which makes it suitable 
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for M2M, WSN, and IoT [72]. It allows 

the transfer of telemetry-style data 

from devices to the server as 

messages, along with high latency or 

constrained networks [73]; • XMPP: 

This is mostly used for message 

exchange. It follows the 

publish/subscribe approach, which is 

more appropriate for IoT, contrary to 

the architecture of the CoAP 

request/response. Moreover, it 

represents an early protocol 

endorsed across the internet, 

regardless of relatively newer 

protocols, i.e., MQTT [74]. It is based 

on the Instant Messaging/Presence 

Protocol (IETF standards) that is used 

for multi-party chatting, voice and 

video calling, and telepresence [75]. 

The main benefits of XMPP consist of 

it being a secure protocol and the 

fact that it permits the addition of 

new applications on top of the core 

protocols [76]; • AMQP: This was 

developed for the financial industry. 

It is characterized by its capability in 

orientating messages, queuing, 

switching, security, reliability, and 

privacy [77]. Similar to XMPP, the 

AMQP protocol follows the same 

architecture of the publish/subscribe 

approach. The principal benefit of 

using AMQP consists of the store-

and-forward element that guarantees 

reliability and trustworthiness, 

although it can involve possible 

network disruptions [78]. This 

protocol maintains reliable 

communication through message 

delivery and ensures delivery 

primitives involving at-most-once, at-

least-once, and exactly once. It needs 

a trustworthy transport protocol that 

explains its use of the Transmission 

Control Protocol (TCP) for message 

exchange [79]., 
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4. Related Work  

Several studies and reviews have 

been conducted regarding IoT 

applications. This section gives a 

global and general overview of the 

main topics discussed in related 

studies regarding IoT applications. 

Asghari et al. [80] conducted a 

systematic review regarding IoT 

applications and focused on 

analytically and statistically 

categorizing the latest studies on IoT. 

This study is unique in that it uses the 

Systematic Literature Review (SLR) 

method as a selection and 

comparison review technique. In 

another review presented in [81], the 

current IoT services were 

investigated and the article focused 

on explaining how quality of service 

(QoS) needs and essentials might be 

satisfied to guarantee a smart 

ecosystem. The study presented a 

detailed analysis regarding the 

various applications and the threat 

that the shortage of cross-domain 

integration may pose. The research 

summarized the interoperability and 

explained QoS necessities, including  

 

the reliability, security, privacy, 

scalability, and availability. However, 

the study lacks statistics concerning 

the reported results. Another study 

presented in [82], focusing on IoT, 

discusses work related to the 

environment and agriculture. This 

study mainly focuses on four 

domains, including logistics, control, 

monitoring, and prediction. Two main 

points are discussed, starting with the 

significant technological attempts 

used in IoT applications to address 

environmental and agro-industrial 

problems. This work discusses the 

storage approach, communication 

technique, visualization approach, 

power sources, edge computing 

technology, sensing variables, and 

actuators. Another review presented 

by Han et al. [83] discusses the 

Internet protocol employed for smart 

objects, target applications, service 

modeling, service composition 

structures, and target platforms. The 

factors include the scalability, 

response period, accessibility, and 

expenditure. The main IoT techniques 

have been investigated in [84].  
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5. IoT Applications 

This section of the paper mainly 

focuses on reporting IoT applications 

discussed in recent studies. Figure 3 

represents a complete taxonomy of 

IoT in the significant fields of 

application. The principal areas of 

application are focused on health 

care, the environment, smart cities, 

commercial, industrial, and 

infrastructural fields [85,86]. 

 

 

 

 

 

 

  

 

 

The applications and use of IoT in the 

different domains are what drive and 

explain the development of this new 

trend, leading to the acceptance of 

IoT by the new world [87]. The study 

of IoT applications improves the 

understanding and enhancement of 

IoT technology, and thus, the design 

of new systems for newly developed 

cases [88]. The concept of IoT can be 

summarized as generating daily 

information from an object and 

transferring it to another one. 

Therefore, enabling communication 

between objects makes the range of 

IoT applications extensive, variable, 

and unlimited [89,90] 
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6. IoT and Next Generation Protocol 

 The IPv6 suite primary protocol is 

neighbor discovery protocol (NDP), 

and is considered a replacement for 

the address resolution protocol (ARP) 

function in IPv4 [165]. The IPv6 

protocol considers an extremely 

auspicious protocol for complicated 

and dispersed network applications in 

the era of IoT and Industry 4.0. 

However, its industrial 

implementation is slowly increasing 

in smart manufacturing methods 

[166]. As the number of devices in 

the network grows, the received data 

becomes complex and complicated, 

which requires more efficient 

approaches to be collected, sorted, 

and processed to achieve higher QoS 

values [167]. This has led researchers 

and developers to focus on designing 

various smart network protocols with 

self-organizing, self-management, 

and self-configure features, which  

 

 

 

can able full 3GPP standards and 

establish an uninterrupted network 

[168]. Moreover, the IoT6, which is 

the research project of the future IoT, 

is progressing positively, yet the 

unification of IPv6 and IoT is 

struggling with some challenges. The 

aim is to exploit the potential of IPv6 

and related standards to overcome 

current shortcomings and 

fragmentation of the IoT [169]. 

Currently, the prime issue is the need 

to integrate the IPv6 and 

corresponding protocol with IoT, 

which can help to offer various 

applications such as automation, 

smart homes, and smart cities. 

However, due to wish to design an 

efficient protocol, some of the 

significant issues, such as the 

integration, complexity, scalability, 

security, reliability, flexibility, and 

homogeneity, need to be 

investigated for more IoT 

applications. 
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7. Conclusions  

The objective of this paper was to 

explain and describe new trends in 

IoT applications. This paper presents 

a survey of the latest studies 

conducted regarding IoT applications 

in the most important fields, 

including healthcare, the 

environment, smart cities, 

commercial, and industrial 

application domains. This study 

aimed to survey and review the 

various and most famous IoT 

application areas, in order to 

understand the diverse 

methodologies. The study has 

summarized the various challenges, 

such as data privacy and scalability 

for the healthcare applications, 

authorization and cost issues for 

environmental applications, mobility 

and architecture challenges for smart 

city applications, cost and 

implementation difficulties for 

commercial applications, hardware 

and production problems for 

industrial applications, and 

standardization and trust issues for 

infrastructural applications. It has 

stated that various IoT applications 

still need to be exploited, such as 

blockchain technology, in order to 

maintain transaction information, 

enhance the existing structure 

performance, or develop next- 

 

generation systems. This can help to 

achieve extra safety, automatic 

business management, distributed 

platforms, offline-to-online 

information authentication, and so 

on. Moreover, the security and 

privacy characteristics of IoT are the 

key factors that can lead to its ability 

to be developed into a universally 

implemented technology in the 

future. However, the self-organizing 

and accessible nature of IoT makes it 

susceptible to numerous insider and 

outsider attackers. This may 

compromise the users’ security and 

privacy, enabling access to a user’s 

private data, financial damage, and 

eavesdropping. Therefore, more 

advanced optimized algorithms and 

protocols are required to secure data 

privacy. It can be concluded that by 

designing an energy- and cost-

efficient intelligent network with 

potential business growth for IoT 

systems, the next generation of 

development technology can be 
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